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SIANDIEN APTARSIME:

* Kaip veikia internetas!?

* Kaip elgtis ir narsyti
skaitmeninéje erdvéje?
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5 Million Google Passwords Leaked

Stolen Credentials Surface on Russian Cybercrime Forums
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VISAAPIMANTIS SAUGUMAS

TECHNOLOGIJY
SAUGUMAS

PSICHOSOCIALINIS
SAUGUMAS

FIZINE APLINKA

MASTYSENA




Teigti, kad jums nerupi
privatumas, nes neturite ka
slepti, yra tas pats, kaip
pasakyti, kad jums nerupi
zodzio laisve, nes neturite ka
pasakyti.
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* Jei paslauga arba produktas

yra nemokami, tada mes esame

produktas, prekeé.

SKAITMENIN“' * Mes esame tiek saugts,
sn“ﬁ“M“ In kiek silpniausia vieta saugumo

e randinéje.
RASTINGUMO PRINCIPAI .

Skaitmeninis saugumas -

tai kelioné, kuria kuriate
patys.
» Sioje kelionéje
mes visada turime buti pasirenge

buti uzpulti.
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_ KURIS SLAPTAZODIS
15 S1U DVIEIY YRA STIPRESNIS?

.
mys3cr3t! — ar tai stiprus / silpnas slaptazodis!?

may.the.Force.be.with.you — ar tai stiprus / silpnas
slaptazodis?

2.
Naudokite DAUGIAVEIKSM] AUTENTIFIKAVIMA




mys3cr3t!

Masyvaus jsilauzimo scenarijus:

simtas trilijony spéjimy per sekunde

may.the.Force.be.with.you

Masyvaus jsilauzimo scenarijus:

simtas trilijony spéjimy per sekunde
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DAUGIAVEIKSMIS
AUTENTIFIKAVIMAS

AutentiSkumo patvirtinimo

mechanizme pateikiami du ar

daugiau jrodymuy:

* Zinios (slaptazodis, slaptas
klausimas);

SUCCESS!

* turéjimas (mobiliojo telefono,
,» TubiKey*);

* jgimta savybé (biometriniai
duomenys).
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KAIP VEIKIA
INTERNETAS

DNS Q
Server

A.gol

QThanks f

if I get
th”

Server
< forward this query to
*DNS — domeny vardy serveris . another server
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= “Wﬁ dln internet content.
' Includes. public websites such as
Google, Amazon, Wikipedia, etc.

Deep Web

Over 90% of the Internet content.
Not accessible via search engines
-l Includes: Government Resources,
Academic Information, Medical
etc.

Dark Web

Only 6% of the Intemet content
Encrypted networks that need
special software 10 access
includes: Stolen and lBegal
information, lllegal Pomography,
Drug Trafficking and many other
legal Sites
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Patikrinkite, ar j jusy el. pasto adresg buvo jsilauzta:
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https://haveibeenpwned.com/
https://www.f-secure.com/en/home/free-tools/identity-theft-checker
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Microsoft

/ -
V'
McDonalds_Public Sign in
Email, phone, or Skype
0 account? Create one!

Mobile
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Laptop X | /

\
¥ Microsoft 5}:

WMcDonalds Public
E‘L Sign in

Email, phone, or Skype

No account? Create one!

Mobile
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Kaip saugiai veikti skaitmeningje erduéje?
[viesas wi-fi}

.=y

Laptop McDonalds_Public
Internet

McDonalds_Public o e

Laptop VPN SERVER B Microsoft
Sign in
ﬁ/ Email, phone, or Skype
No account? Create one!

Mobile
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JUS ESATE SILPNIAUSIA
GRANDIS




