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TODAY WE WILL SPEAK ABOUT: 

• How does the internet 

function? 

• How to behave and navigate 

in the digital environment?



Do you really think that nobody is interested in you? 
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Arguing that you don’t care

about privacy because you have

nothing to hide is no different

than saying you don’t care

about free speech because you

have nothing to say.



PRINCIPLES

OF DIGITAL SECURITY 
AND LITERACY 

• If the service or product 

is free, then we are 

the product, the game.

• Our security is as strong 

as the weakest point 

in the chain.

• Digital security 

is a journey we plan

ourselves.

• During this journey, 

we must always be ready

to be beaten.



WHICH PASSWORD  

OF THOSE TWO IS STRONGER?

1. 

mys3cr3t! – is it a strong/weak password?

may.the.Force.be.with.you – is it a strong/weak password?

2.

Use MULTI-FACTOR AUTHENTICATION



Passwords

Massive Cracking Array Scenario:

one hundred trillion guesses per second 6 minutes

Massive Cracking Array Scenario:

one hundred trillion guesses per second 5,53 trillion trillion centuries



MULTI-FACTOR 
AUTHENTICATION

Present two or more pieces of 

evidence to an authentication 

mechanism:

• Knowledge (password, secret 

question);

• Possession (mobile phone, 

YubiKey);

• Inherence (biometric data).



HOW DOES THE 
INTERNET WORK

*DNS – Domain Name Server





How to navigate in the digital space? 

Task

Check if your email address has been compromised: 

https://haveibeenpwned.com
or
https://www.f-secure.com/en/home/free-tools/identity-theft-checker

https://haveibeenpwned.com/
https://www.f-secure.com/en/home/free-tools/identity-theft-checker


How to act safely in the digital world? 
(public wi-fi)



How to act safely in the digital world? 
(public wi-fi)



How to act safely in the digital world? 
(public wi-fi)



YOU ARE THE WEAKEST LINK

Social Engineering

You Must Secure


